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Background

There are 66,641 networks (Autonomous Systems) connected to 

Internet, each using a unique Autonomous System Number (ASN) to 

identify itself

~10,000 multi-homed ASes – networks connected to >=2 other 

networks

Routers use Border Gateway Protocol (BGP) to exchange 

“reachability information” - networks they know how to reach

Routers build a “routing table” and pick the best route when sending 

a packet, typically based on the shortest path
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Border Gateway Protocol (BGP) 

is based entirely on trust between 

networks

• No built-in validation that updates 

are legitimate

• The chain of trust spans continents

• Lack of reliable resource data

The routing system is under 

attack!



Some Facts & Figures

How big is the problem?
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Routing Incidents Cause Real World Problems
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Event Explanation Repercussions Example

Prefix/Route 

Hijacking

A network operator or attacker 

impersonates another network 

operator, pretending that a server 

or network is their client. 

Packets are forwarded to 

the wrong place, and can 

cause Denial of Service 

(DoS) attacks or traffic 

interception.

The 2008 YouTube hijack
April 2018 Amazon Route 53 
hijack

Route Leak A network operator with multiple 

upstream providers (often due to 

accidental misconfiguration) 

announces to one upstream 

provider that is has a route to a 

destination through the other 

upstream provider. 

Can be used for a MITM, 

including  traffic 

inspection, modification 

and reconnaissance.

June 2019. Verizon accepted 
incorrect routes from DQE 
Communications that diverted 
traffic destined for Cloudflare, 
Facebook & Amazon. 

IP Address 

Spoofing

Someone creates IP packets with a 

false source IP address to hide the 

identity of the sender or to 

impersonate another computing 

system.

The root cause of 

reflection DDoS attacks

March 1, 2018. Memcached 
1.3Tb/s reflection-
amplificationattack reported by 
Akamai



No Day Without an Incident
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Provides crucial fixes to eliminate the most 

common threats in the global routing system

Brings together established industry best 

practices 

Based on collaboration among participants 

and shared responsibility for the Internet 

infrastructure

Mutually Agreed Norms for 

Routing Security (MANRS) 
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Coordination
Facilitate global 

operational 

communication and 

coordination between 

network operators

Maintain globally 

accessible up-to-date 

contact information in 

common routing databases

Anti-spoofing
Prevent traffic with 

spoofed source IP 

addresses

Enable source address 

validation for at least 

single-homed stub 

customer networks, their 

own end-users, and 

infrastructure

MANRS Actions – Network Operators Programme

Filtering
Prevent propagation of 

incorrect routing 

information

Ensure the correctness of 

your own announcements 

and announcements from 

your customers to adjacent 

networks with prefix and 

AS-path granularity

Global 

Validation
Facilitate validation of 

routing information on a 

global scale

Publish your data, so 

others can validate
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MANRS Actions – IXP Programme

Action 1
Prevent 

propagation of 

incorrect routing 

information

This mandatory 

action requires 

IXPs to implement 

filtering of route 

announcements at 

the Route Server  

based on routing 

information data 

(IRR and/or RPKI). 
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Action 2
Promote 

MANRS to the 

IXP membership

IXPs joining 

MANRS are 

expected to 

provide 

encouragement or 

assistance for their 

members to 

implement 

MANRS actions. 

Action 3
Protect the 

peering platform

This action 

requires that the 

IXP has a 

published policy of 

traffic not allowed 

on the peering 

fabric and 

performs filtering 

of such traffic.

Action 4
Facilitate global 

operational 

communication 

and coordination 

The IXP facilitates 

communication 

among members 

by providing 

necessary mailing 

lists and member 

directories. 

Action 5
Provide 

monitoring and 

debugging tools 

to the members.

The IXP provides 

a looking glass for 

its members.



MANRS Participants – as of December 2019

240 Network Operators, inc. 48 R&E networks and 

institutions

376 Autonomous Systems (ASNs)

45 Internet Exchange Points

10 partners (promotion, capacity building etc..)

Some selected R&E participants:

GÉANT, Internet2, ESnet, Ubuntunet, NORDUnet
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MANRS Participants in Middle East

1,013 ASNs advertised in Middle East (as defined by ASREN region)

187 LB, 179 SA, 139 IQ, 88 AE, 79 EG, 74 KW, 59 PS, 41 JO, 27 BH, 

23 TN, 18 OM, 18 SO, 16 QA, 15 DZ, 12 LY, 10 SD, 8 MA, 6 SY, 5 YE, 4 

MR, 3 DJ, 2 KM

3 ASNs participating in MANRS (0.29%)

NOOR (EG) – AS20928

ETISALCOM Bahrain (BH) – AS35457

ION Telecom (LY) – AS328073

Many Middle East ASNs are already MANRS conformant though!
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Documentation & Tools

How to Implement MANRS
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MANRS Observatory - https://observatory.manrs.org/

Tool to impartially benchmark ASes to improve reputation and transparency

Provide factual state of security and resilience of Internet routing system over 

time

Allow MANRS participants to easily check for conformancy

Collates publicly available data sources

- BGPStream

- CIDR Report 

- CAIDA Spoofer Database

- RIPE Database / RIPE Stats

- PeeringDB

- IRRs

- RPKI Validator
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MANRS Observatory
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MANRS Observatory
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MANRS Observatory
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MANRS Observatory
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MANRS Observatory
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MANRS Observatory Access

Publicly launched in August 2019 with MANRS Participants only

Current access policy:

Public are able to view Overall, Regional and Economy aggregated data

Only MANRS Participants have access to detailed data about their 

network

Caveats:

Still some false positives

There are sometimes good reasons for non-100% conformancy

BUT, this is all inherently public data anyway!
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MANRS Implementation Guide

for Network Operators

If you’re not ready to join yet, 

implementation guidance is available to 

help you.

• Based on Best Current Operational 

Practices deployed by network 

operators around the world

• Recognition from the RIPE 

community by being published as 

RIPE-706

• https://www.manrs.org/bcop/
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MANRS Community
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Everyone benefits from improved Routing Security

Joining MANRS means joining a community of security-minded network 

operators committed to making the global routing infrastructure more robust and 

secure. 

Heads off routing incidents, helping networks readily identify and address 

problems with customers or peers.

Consistent MANRS adoption yields steady improvement, but we need more 

networks to implement the actions and more customers to demand routing 

security best practices.

The more network operators apply MANRS actions, the fewer incidents there will 

be, and the less damage they can do.
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Why Research & Education Networks Should Join MANRS

To show technical leadership and distinguish you from commercial ISPs
- Customers increasing willing to pay more for secure services

To add competitive value and enhance operational effectiveness
- Growing demand from customers for managed security services

To show security proficiency and commitment to your customers
- Promote MANRS compliance to security-focused customers

To help solve global network problems
- NRENs are often early adopters of new developments. Lead by example

- Being part of the MANRS community can strengthen enterprise security credentials
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Join Us
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Visit https://www.manrs.org

• Fill out the sign up form with as much 

detail as possible.

Get Involved in the Community

• Members support the initiative and 

implement the actions in their own 

networks

• Members maintain and improve the 

manifesto and promote MANRS objectives

https://www.manrs.org/
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